[IPOBEPKA JIEUCTBUTE/JIbHOCTH CEPTU®UKATA BEG-CEPBEPA

Be6-6pay3ep MoxeT oTKa3aTbcs ycTaHaBauBaTb HTTPS-coenuHeHue c BeG-cepBepoM, eciu
mpoBepKa cepTUHKATA CEPBEPA OKA3aJIa €r0 HEJEUCTBUTEJbHOCTD, 3 UMEHHO:

e BbIaBUIMK ero cepTUPUKALMOHHBIA IIEHTP He SIBJSETCA JOBEPEeHHBIM, TO e€CTb He
BXOJIUT B HePapXHI0 HU OJJHOTO U3 JJOBEPEHHBIX KOPHEBBIX LIEHTPOB;

®  CpOK JelcTBUsA cepTUdUKATA UCTEK;

e 1MdA cepBepa, HAOpaHHOTrO MOJb30BaTeseM, He COBNaZAaeT HU C OJHUM U3 JJOMEHHBIM
VMeHeM cepBepa, PUTYPUPYIOLIUM B cepTUPUKATE.

Bpaysep 06bI4HO yBeJOMJISeT M0JIb30BaTe/]sl O TOM, YTO cepTUUKAT cepBepa MO KaKOH-TO
NpUYMHe fABJAETCA HeJeHCTBUTENbHbIM, OCTaBJAdAs Ha YCMOTpeHHe I0Jib30BaTess
OKOHYaTeJIbHOE pellleHHe — OTKa3aTbCs OT COeJMHEeHUsl WJIM BCe e YCTaHOBUTb ero. MHoraa
CJI0KHBI MeXaHU3M INpPOBEPKH ayTEHTHYHOCTH cepBepa paboTaeT BXOJIOCTYI0, IOTOMY YTO
10JIb30BaTe/IM HeJO0OLEeHUBAIOT Yrpo3bl CO CTOPOHBlI «HEBBIICHEHHBIX» BeG-CepBepoB HU
NpeANOYUTAIOT AEUCTBOBATh HA CBOM CTPaxX U PUCK.

CuTyauuio ¢ HeJeWCTBUTEJbHBIM CePTUPUKATOM Beb-cepBepa JIErKO MPOMOJETHUPOBATH B
y4eOHBIX IIeJIfX, YTOObl TIOCMOTPETh HA IOBeJleHHe CBOero 6pay3epa B TaKHUX CUTyalUsx. Bol
MOXeTe IMpoJesaTh 3TO, 33JjlaB MMs KaKoro-HUOy/Jb Beb-cepBepa, nojgep:xubatomero HTTPS
COoeIMHEHMs, B yCeUeHHOM BH/Jle, TO eCTb 6e3 MMeHHM CaMoro caiTa, a TOJbKO ero CTaplluylo
4acTb, OTHOCALLYIOCS K UMeHU JioMeHa. HanpuMep, Mbl cfesaiu 3To ¢ cadToM KomnaHuu Cisco,
06paTUBILUCH K HeMY Tak: https://cisco.com.

Pe3ynbpTaT Takoro 3ampoca nokasaH Ha puc. 8.6. Bpaysep Safari npegynpexzaaeT, 4To calT
npeTeHAyeT Ha TO, YTOObI ObITh CATOM «Cisco.comy», XOTS U UMeeT JJpyrod UMs, www.cisco.com.
JelicTBuTeNbHO, BUAHO, 4TO KoMnaHus Cisco mosyuusa cepTuduKaT HA UM WWW.Cisco.com,
kotopoe ¢urypupyetr B napamMerpe Common Name. [anpHeHmni npocMoTp cepTudHUKaTa
NO0KasblBaeT, 4TO BooG6ule-TO chenuaaucTbl Cisco NOHMMa/M, 4YTO IM0Jb30BaTeJIH MOTYT
VHTEepecoBaTbCs PpasJUYHbIMM cadTaMu Cisco, KMeWIIMMM HMeHa, OTJMYHble OT
Www.cisco.com, ¥ TNO3TOMY MNOMECTHMJHM HUX B paclihpeHue cepTUdUKaTa, ONMUChbIBaoliee
aJbTepHAaTUBHble HMMeHa caiita (puc. 8.7). B a3ror cnucok mnomanu: wwwl.cisco.com,
www?2.cisco.com, wwwa3.cisco.com, www.static-cisco.com, www-rtp.cisco.com u cisco-
images.cisco.com, 0/lHAaKO MMEHH CiSCO.COM CpeJy HUX HET, MO3TOMy Gpay3ep U He MpU3HAJ
cepTudUKaT 3a AEUCTBUTETbHBIN.
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anyway?

n_ Safari can't varify the identity of the website “cisco.com.

: The certificate far this website Is Invalid. You might be connecting to a
L@ wabasite that in pretending to be "ciaco.com®, which could put your
canfidantial Information at risk. Would you like to cannect to the website

[ Always Trust “www cisco.com” when connecting 1o “clsco.com”
L0 VeriSign Class 3 Public Primary Cerufication Authority - GS
te | VariSign Class 3 Secure Servar CA - G2
Lo L wwwclsco.com

o www.cisco.com
i Insued by: VeriSign Class 3 Secure Server CA - G3
- Expires: Sunday, 14 June 201% 00:59:59 Oritish Summer Time
© This cartificate ix not valld (host nama mismatch)
» Trust
v Detallx
Country US
Swate/Provines  Callfornia
Locallry  San Jose
Organization Cisco Systams
Organizational Unit ATS
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s

Varisign, Inc.

Varl%ign Trust Network
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VeriSign Class 3 Secure Server CA - G3
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Puc. 8.6. «<HegeilicTBuTEe IbHBIN» CepTUPHUKAT caiiTa cisco.com

n Safari can't verify the identity of the website “cisco.com".

o The certificate for this website is invalid. You might be connecting to a
k@ website that is pretending to be “cisco.com”, which could put your
B confidential information at risk. Would you like to connect to the website
anyway?

|_| Always trust “www.cisco.com” when connecting to “cisco.com"

=] VeriSign Class 3 Public Primary Certification Authority - G5
ks =] VeriSign Class 3 Secure Server CA - G3
L @ www.cisco.com

-

Purpose #2 Client Authentication ( 1.3.6.1.5.5.7.3.2)

Authority Key Identifier { 2.5.29.35)

Critical NO
Key ID 0D 44 5C 165344 C1 82 7E 1D 20 AB25F4 01 63 D8 BE 79

AS

Subject Alternative Name ( 2.5.29.17 )

Critical NO
DNS Name wwwl.cisco.com

DNS Name www2.cisco.com

DNS Name www3.cisco.com

DNS Name www.static-cisco.com

DNS Name www-rtp.cisco.com

DNS Name cisco-images.cisco.com

DNS Name www.cisco.com

Certificate Policies ( 2.5.29.32)

Critical NO
Policy 1D #1 (2.16.840.1.113733.1.7.54)
Qualifier ID #1  Certification Practice Statement ( 1.3.6.1.5.5.7.2.1)

CPS URI https://www.verisign.com/cps

(2) | Hide Certificate | | Cancel | | Continue
—




Puc. 8.7. AnibTepHaTHUBHblEe UMeHA caliTa Www.cisco.com



